
Fraudulently 
Obtained but 
Genuine 
document 
with false 
data and/or 
morphed 
portrait.

5. FOG

8%

Complete fake 
reproduction
of a genuine 
document made 
with non-genuine 
materials or using 
parts of genuine 
documents.

1. Counterfeit

38%

33%

5 TYPES OF FRAUD1

Falsif ication of 
personalized or aff ixed 
data on an ID document 
using morphing or 
photo substitution.

3. Forgery

Genuine blank documents 
that have been stolen in 
order to personalize them 
with false information.

2. Stolen blank 
documents

Use of genuine document 
that does not belong to the 
holder, because the fraudster 
resembles the legitimate 
document bearer.

4. Imposters

21%
9% 

increase 
from 2016 

to 2017

1 FRONTEX Risk Analysis 2017

FOCUS ON FACIAL MORPHING

The process of 
blending two faces 
together, resulting in 
a photo that contains 
facial characteristics 
of both people, 
allowing them to use 
the same credential. 
Examiners and facial 
recognition systems 
will recognize the 
portrait as a genuine.

The most 
prevalent threat

Hard to detect 
and to prevent

HOW FRAUDSTERS OPERATE

Laser engraving 
and inkjet 

machines are 
available on the 

internet

Morphing is hard to detect.
It can happen at enrollment when 

providing fake/modif ied data 
and/or after personalization when 

modifying the original portrait.

Older generation 
documents, still allowed as 
a means of identif ication, 

are an easy target for 
fraudsters.

HOW MUCH IS A FRAUDULENT PASSPORT?

€2,500

Average price 
for a fake 
passport is2

When you consider 
the numerous illegal 
benefits a fraudulent 
passport can provide, 
this investment
is worth the price
for a fraudster.

2 DSA Webinar, 2018 

 

 
  

 

WHAT YOU NEED TO KNOW
ABOUT ID DOCUMENT FRAUD

Get a new passport 
to cross borders

Open a bank 
account for money 

laundering

Access adult 
restricted 

areas

Change 
identity

Get a work 
permit

WHY PEOPLE COMMIT FRAUD

WHICH DOCUMENTS ARE THE 
MOST TARGETED IN EUROPE3

3 2019 f igures
4 FRONTEX Risk Analysis, 2020

21%
Residence 
permits, stamps 
and other 
documents

16%
Visas

15%
ID cards

The passport is the 
most targeted
document in 
Europe with
a 29% increase in 
fraud between
2016 and 2019.4

48%
Passports

THE GLOBAL IMPACT OF FRAUD

Social impact
Benefits 
provided by
a government 
can be abused

Loss of 
potential 
revenue
Financial loss 
due to fakes in 
circulation

International 
relationships
Lack of trust in 
the countries’ 
identity 
ecosystem can 
impact visa 
waiver programs

National 
security
Opportunities 
for criminal 
and terrorist 
organizations

 


