|oT SAFE saolution

Seeuring M2M and loT_devices

iththe growth of Machine-to-Machine (M2M) and Internet of
WThings (I0T) connections predicted to reach over 25 billion by

2025, the heed for securing the identity, authentication, and
data.cernmunicatioh in connected devigessis even-more critical.

Securing the loT
ecosystem

The loT is giving us more
control over what we do. From
consumer products, enterprise,
or industrial needs, the use
cases are endless. As this
ecosystem continues to expand,
mobile network operators,
OEMs, and other service
providers need a standardized
secure solution that protects
their 1oT initiatives from
cyberattacks and other security
breaches. Driven by the mobile
industry the GSMA introduced
loT security standards with the
introduction of loT SAFE.

Our offer

IDEMIA's |oT SAFE solution
offers enhanced, end-to-end
security for loT deployments.
It is designed to securely
connect devices to the cloud
by leveraging a hardware
secure element or “Root of

Why IDEMIA?

Trust” to establish end-to-
end, chip-to-cloud security,
as recommended by the
GSMA loT Security Guidelines.
This includes SIM, eSIM and
the Integrated SIM secure
elements.

Our loT SAFE technology
provides other security services
in addition to GSMA standard
guidelines in order to ensure
that the identity, authentication,
and data communication from
the client application on the
device to the client server (i.e.
in the cloud) is always secure.

Our solution enables Zero
Touch Provisioning (ZTP) to
eliminate most of the manual
tasks involved with adding
them to a network, thus
simplifying the massive and
automatic deployment of loT
devices.

Highly secure

Leverages the SIM as “Root
of Trust” to securely store
keys and certificates.

Simple deployment

loT SAFE is based on (€)SIM
interoperable and standard
functionalities.

Remote management
Flexible remote provisioning
management of loT SAFE
application.

Trusted by over 500 mobile operators globally, with 900 million SIM cards shipped in 2020 and over 5 million
eSIM profiles activated, IDEMIA is leading the way in the loT ecosystem with dedicated M2M/loT SIMs and
eSIMs for commercial, industrial, and automotive segments. Our ongoing commitment to innovation
facilitates IoT SAFE implementation and the possibility of enabling other IoT security services, such as our
OTA Quality of Service and Smart Connect Subscription Management platforms, to ensure optimized loT
deployment from small to large scale.
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IOT SAFE SOLUTION

loT SAFE solutions
for two different needs:

Applet #2 (SIM)
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Secures access to all major cloud providers ) Enables security services on non-asymme-
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>> And tomorrow?
= GSMA loT SAFE standards

Y Integration with new

SIM serves as 'crypto-safe! Provides a common API for device (D)TLS libraries
: . the highly secure SIM to

Compatible with: SIM, eSIM ;

SIM P ' ' be used by IoT application ) E2E data security

running on the device :
Helps solve challenge of ) Firmware update

provisioning millions of loT Key rotation authorization

devices End-to-end data security Y Continuously implement

Zero touch provisioning (ZTP) Interoperable new standards and
features
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